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Full Documentation                 http://cwdocs.com/cw308

Product Links

NAE-CW308
     Includes base-board, two targets, and additional accessories (see detailed ordering description).

NAE-CW308-ACCKIT
     Includes 5.0V power supply & SMA-BNC cable. Connects board to regular oscilloscope (not used with 
     ChipWhisperer-Capture).

1.2V, 1.8V, 2.5V, 3.3V, and V-ADJ (1.25V - 3.5V range) power supplies.

Oscillator driver with crystal socket to allow use of most 2 or 3-pin crystals to drive target device or ChipWhisperer.

On-board LC low-pass filter to provide “clean” power supply for resistive shunt measurement.

Diode protection on I/O lines to allow voltage glitch insertion on target with less risk to connected devices.

Soft-start on input power to avoid disconnecting ChipWhisperer-Lite USB when switching power on/off.

Includes 8-bit Atmel XMEGA and 32-bit STM32F3 (Cortex M3) target devices.

Get probing! The ChipWhisperer CW308 UFO board 
is the ultimate starting point for side-channel power 
analysis attacks when combined with a ChipWhisper-
er Capture solution. The CW308 puts all the standard 
requirements onto one board (such as power supplies, 
oscillators, filters) allowing you to make super-simple 
target victim boards.
 
A large variety of available target examples provides 
all levels of architectures for you to test against includ-
ing 8-bit microcontrollers, 32-bit microcontrollers, 
and FPGAs.

CW308 UFO Target Board
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Detailed Ordering Options

The CW308 comes with the following parts (shown above)
•	 CW308 Main Board
•	 CW308T-XMEGA Target Board (Atmel 8-bit microcontroller)
•	 CW308T-STM32F3 Target Board (ARM Cortex M3)
•	 CW308T Prototyping Boards (2.54mm prototyping board)
•	 NPCB-CW308T-STM32F Blank PCB (Fits STM32F0, F1, F2, F3, F4)
•	 Target Removal Tool
•	 7.37 MHz crystal
•	 8x jumper wires
•	 30 cm SMA cable
•	 SMA Tee

NAE-CW308

NAE-CW308-ACCKIT

The accessory kit includes the additional required parts for powering the board stand-alone. The kit 
consists of the following items:
•	 24 inch SMA to BNC Cable, Johnson P/N 415-0028-024
•	 5.0 VDC Power Supply, XP Power P/N VER12US050-JA
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Stand Alone Usage
Stand alone usage is pos-
sible by connecting the SMA 
measurement port to an oscil-
loscope input, recommended 
with the SMA to BNC cable 
(available option).

The CW308T targets imple-
ment the Simple-Serial pro-
tocol (see http://wiki.newae.
com), and will require a suit-
able 3.3V serial interface to 
send and receive data.

External programmers will be 
needed for all targets.

ChipWhisperer Capture
The CW308 seamlessly con-
nects to the CW1173 and 
CW1200 capture hardware. 
The capture hardware provides 
power, serial communication, 
clock, shunt resistor monitor-
ing, and power and voltage 
fault injection capability.

Select devices (including the 
AVR, XMEGA, and ST-
M32Fx) targets can be pro-
grammed from the ChipWhis-
perer, avoiding the need for an 
external programmer.

Full Documentation
See http://cwdocs.com/cw308 for the UFO board documentation hosted at ChipWhisperer.com .
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MH2

Mounting-Hole-RND-Altium

MH1

Mounting-Hole-RND-Altium

MH6

Mounting-Hole-RND-Altium

MH7

Mounting-Hole-RND-Altium

Changes in -04:
 *Addition of S9, R53
 *Removed C2/C3 (not used)

Changes in -03:
 * Change clock resistor.
 * Move switches slightly to give clearance for lifter board.
 * Add adjustable regulator & jumper to select FILTIN source.

Changes in -02:
 * Add test points for GND, Trig.
 * Add 100K pull-up on JTAG, nRST.
 * Fixed size of holes in XTAL pins.
 * Add pull-downs on capacitors.
 * LEDs moved from switches to beside terminals.
 * Addition of 5V switch.

TP4 TP1 TP3

GND

FID1

FIDU-ROUND-1.0MM

FID2

FIDU-ROUND-1.0MM

FID3

FIDU-ROUND-1.0MM

FID4

FIDU-ROUND-1.0MM

FID5

FIDU-ROUND-1.0MM

FID6

FIDU-ROUND-1.0MM

Change Log

Schematic
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IO Connectors
2.

07/02/2018 1:55:16 PM
CW308_Connectors.SchDoc

Title:

Date:
File:

Rev:

Sheet ofTime:
04 Project: NPCA-CW308 License: None

Approved: YES

Copyright © NewAE Technology Inc. NewAE.com

1 2
3 4
5 6
7 8
9

11
13
15
17
19

10
12
14
16
18
20

J1

N2520-5002RB

5V
3V3

3V3
5V

GND

GND

1

2
3

J2

5 6 72 3
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1 8

Q5 FDS8433A

GND

10n
C37

100n
C40

5 6 72 3

4

1 8

Q4 FDS8433A

10n
C35

100n
C39

±1%
100R

R25

±1%
100R

R27

GND

GND

5V
TVS1

10µ
C38

10µ
C36

GND

GND

CW_5V

CW_3V3

3 3

2 2

1 1

66

44

55

S1

5 6 72 3

4

1 8

Q6 FDS8433A

Q7
IRLML2502

JACK_5V

GND

±1%
100K

R49

±1%
100R

R31

PTC3 MF-MSMF050

PTC2 MF-MSMF050

PTC1

MF-MSMF050

±1%
100K

R46

LED4
Green

GND

±1%
1K

R50

LED5

Green

LED6

Green

±1%
1K

R51

±1%
1K

R52

C1
UUD1A151MCL1GS

GND

22RR39

22RR41

22RR43

22RR45

22RR36 22RR34

22RR35

22RR37

22RR38

22RR40

22RR42

22RR44

CW_HS1
CW_HS2

CW_GPIO1
CW_GPIO2
CW_GPIO3
CW_GPIO4

CW_RST
CW_MISO
CW_MOSI
CW_SCK
CW_PDIC
CW_PDID

RST
MISO
MOSI
SCK
PDIC
PDID

HS1
HS2

GPIO1
GPIO2
GPIO3
GPIO4

IO11

IO22

IO34

IO45

V
C

C
3

NC 6NC 7

G
N

D
8

NC 9NC 10

U7
ESD

IO11

IO22

IO34

IO45

V
C

C
3

NC 6NC 7

G
N

D
8

NC 9NC 10

U8
ESD

IO11

IO22

IO34

IO45

V
C

C
3

NC 6NC 7

G
N

D
8

NC 9NC 10

U9
ESD

CW_GPIO4
CW_PDID

CW_PDIC
CW_GPIO3

CW_GPIO2
CW_SCK
CW_GPIO1
CW_MOSI

CW_MISO
CW_HS2
CW_RST
CW_HS1

CW_MISO
CW_HS2
CW_RST
CW_HS1

CW_GPIO2
CW_SCK
CW_GPIO1
CW_MOSI

CW_GPIO4
CW_PDID

CW_PDIC
CW_GPIO3

GND

GND GND

100n

C44

100n

C46

100n

C45

GND

GND GND

VREF

VREFVREF

VREF

10µ

C47

GND

21 3

J4
68000-203HLF

VREFCW_3V3

VREF

TP2 1M
R26

1M
R28

±1%
1K

R29

±1%
1K

R30

GND

330R
R32

330R
R24

GND

VREF Jumper VREF Jumper (J4) must be set to
provide a valid voltage on VREF
net, as VREF net is used to power
oscillator driver & set I/O clamping
limits.

If VREF net is allowed to float all
I/O lines will be pulled low due to
diode clamps.

Soft-Start for 3.3V (CW)

Soft-Start for 5.0V (CW)

If using DC-power jack, S1 selects if external power jack is
turned on/off based on 3.3V line of CW 20-pin connector.

If not using CW, S1 should always be on "ON" position.

Soft-Start limits inrush current on
ChipWhisperer power supplies. To
speed up turn-on times, replace
resistor R26 and R28 with smaller
values (100k for some soft-start, or
1k for very fast turn-on)
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Target Linear Regulators
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VIN3

1

VOUT 2

GND
VOUT 4
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LD1117S12TR

VIN3
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VOUT 2

GND
VOUT 4

U1

LD1117S18TR

VIN3

1

VOUT 2

GND
VOUT 4

U4
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LD1117S33TR
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S2

CW_3V3

CW_5V

GND

GND

GND

GND

VTARG_3V3

VTARG_2V5

VTARG_1V8

VTARG_1V2

10µ
C19

10µ
C13

10µ
C14

10µ
C15

10µ
C9

10µ
C7

10µ
C6

10µ
C5

100n
C10

100n
C11

100n
C12

100n
C8

100n
C18

100n
C17

100n
C16

100n
C20

LED12
Green

LED9
Green

LED10
Green

LED11
Green

LED8
Green

JACK_5V

±1%
1K

R5

±1%
1K

R2

±1%
1K

R3

±1%
1K

R4

±1%
1K

R6

GND

GND

GND

GND

GND

CW_3V3

±1%
100R

R10

GND

3
3

2
2

1
1

6
6

4
4

5
5

S8

CW_5V
JACK_5V

VTARG_5V

±1%
1K

R14

LED7
Green

GND

CW
500R

R1
3361P-1-501G

VIN3

1

VOUT 2

GND
VOUT 4

U5

LD1117STR
±1%
100R

R16

±1%
100R

R15

10µ
C29

GND GND

10µ
C31

100n
C33 10µ

C30
100n
C32

GND

GND GND

VTARG_VADJ

3
3

2
2

1
1

6
6

4
4

5
5

S3
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Crystal Oscillator
4.

07/02/2018 1:55:17 PM
CW308_Clock.SchDoc

Title:

Date:
File:

Rev:

Sheet ofTime:
04 Project: NPCA-CW308 License: None

Approved: YES

Copyright © NewAE Technology Inc. NewAE.com

1
2
3

X1

0667-0-15-15-30-27-10-0

NC 1

GND 2

Y 6X13

X24

VCC5

U6

SN74LVC1GX04DCKT

GND

27p

C41

27p

C43

330R

R33

1M R47

GND
100n
C42

GND

VREF

22R

R48

HS1
HS2

T_CLKIN

T_CLKOUT

1
2
3

X1A

0667-0-15-15-30-27-10-0

1
2
3

X1B

0667-0-15-15-30-27-10-0

X1 pins (for BOM purpose only)

3
21

6
4

5
7 8

J3

67996-208HLF

Crystal oscillator driver

Oscillator supply derived from
VREF jumper (J4).

Oscillator should work with most 2
or 3-pin parallel resonance crystals
where 18-24pF loading expected.



8
C

W
30

8 
D

at
as

he
et

La
st

 U
pd

at
e:

 2
01

8-
FE

B-
07

N
ew

A
E 

Te
ch

no
lo

gy
 In

c.
   

   
   

Yo
ur

 fr
ie

nd
ly

 e
m

be
dd

ed
 se

cu
rit

y 
ar

so
ni

st
.

ne
w

ae
.c

om

1

1

2

2

3

3

4

4

D D

C C

B B

A A

5 5

Target Connectors
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J11

CLKIN

CLKOUT

GPIO1/TX
GPIO2/RX
GPIO3
GPIO4/TRIG
nRST
SCK
MISO
MOSI

PDIC
PDID

GND

SHUNTL
SHUNTH

FILT_HP
FILT_HP

FILTIN

VCC1.2
VCC1.8
VCC2.5
VCC3.3
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
J9
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J5

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

J8

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

J13

VTARG_3V3
VTARG_5V

VTARG_2V5
VTARG_1V8
VTARG_1V2

3
21

6
4

5
7 8
9 10

J10

67996-210HLF

HDR1 HDR2
HDR3 HDR4
HDR5 HDR6
HDR7 HDR8
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R
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J6

67996-220HLF
GND

JTAG_TDI
JTAG_TMS
JTAG_TCK

JTAG_TDO
JTAG_nRST

JTAG_TRST
JTAG_VREF

11
MH3

11
MH5

11
MH4

1 2
3 4
5 6

J15

67996-206HLF

3
21

6
4

5
7 8

J12

67996-208HLF

HDR2
HDR4
HDR6

HDR1
HDR3
HDR5
HDR7

HDR2
HDR4
HDR6
HDR8

HDR1
HDR3
HDR5

LED1
Green

LED2
Red

±1%
1K

R7
±1%
1K

R8
±1%
1K

R9

Q1
IRLML2502

Q3
IRLML2502

Q2
IRLML2502

GND

±1%
100K

R13
±1%
100K

R12
±1%
100K

R11

GNDGNDGND

100n
C22

100n
C21

GNDGND

100n
C34

GND

GND

1 2L1
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10µ
C27

10µ
C28

10µ
C26

10µ
C25

GND

GNDGND
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C24

100n
C23

GND
GND

GND

C4

D
N
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GND

LED3
Red

T_CLKIN

T_CLKOUT

GPIO1
GPIO2
GPIO3
GPIO4
RST
SCK
MISO
MOSI

PDIC
PDID

2
1

3
J16

68000-203HLF

GND

VREF

J17

SMA Vert

±1%
100K

R18
±1%
100K

R20
±1%
100K

R22

±1%
100K

R17
±1%
100K

R19
±1%
100K

R21

±1%
100K

R23

TP5

SHUNTL

2 13

J14

68000-203HLF
VTARG_VADJ

FILTIN

LED1/2/3 active HIGH

ARM 20-pin JTAG pinout

Misc. Programming Headers

LED drivers designed to reduce any impact on target VCC by switching IO lines.

S9

EVP-ASDC1A

GND

±1%
100R

R53
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AVR and XMEGA are registered trademarks or trademarks of Atmel Corporation or its subsidiaries, in the US and/or other countries.

Artix and Spartan are registered trademarks or trademarks of Xilinx, Inc. or its subsidiaries, in the US and/or other countries.

Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
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